PERSONAL IDENTIFICATION METHOD BY SUBCUTANEOUS BLOODSTREAM 
MEASUREMENT AND PERSONAL IDENTIF ICATION DEVICE 

Technical Field 

The present invention relates to a personal ic^tification method characterized 
by measuring subcutaneous bloodstream, and a device for using the method. 
Particulariy, Ihe present invention relates to method and device for extracting a pattern 
corresponding to a fingerprint from a bloodstream map of a finger pad to identify a 
person, 

BackgnomdArt 

For guaranty prindpal identification based on a fingeiiDrint. various methods of 
inputting a pattern as an image into a computer by using a laser or the like and analyzing 
the pattern image have been developed up to the present data in place of an 
old-established method based on visual check Furthermore, many methods have 
been proposed for a' sensor portion for detecting a fingerprint, and there have been 
pradically used an optical method of directly taking a fingerprint pattem into an image 
sensor by combining the difference in scattering angle between a ridge and a recess with 
a total reflection condition and a method of extracting a pattem by using a semiconductor 
sensor for detecting the diffierBr^ in charge di$lribufon of a contact suri^ace. 
Furthermore, a method of e>dracting a venous pattern of a fin^r tip or a palm by using 
near-infrared light to periderm personal identification has been proposed and the product 
using the method has been manufactured. However, all he methods described above 
have not yet been periled, and the battle against falsification is being continued. 

When a laser beam is irradiated to a living body the intensity distribution of 
reflected and scattering light forms dynamic laser speckles (random speckled pattem) 
due to moving scattering particles such as blood cells, etc. It is known that this pattem is 
detected on a imaging plane by an image soisor. and time variation of the pattern at 
each pixel is quantified and displayed in the f omi of a map, whereby a bloodstream 
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distribution erf rapillary blood vessels in the neighborixjod of the surface of the living body 
can be imaged. The inventory of this spplicattai has propcMed some techniques and 
device of measuring a subcutaneous Wooclstteam map under the skin or in the 
eyeground by using the above phenomenon. However, these documents have neither 
disclosure nor suggestion concerning flie ooncef* and method/means of linking flie 
bloodstream map and the fingerprint pattem and applying them to the personal 

identification. 

Patent Document 1: JP-A-5-73666 

Patent Document 2: JP-A-S-16752 
Patent Document 3: JPnAr20(»^1268 
Patent Documents JP-B-5-28133 
Patent Document 5: JP-&5-28134 
Patent Documents: JP-A-242KS8 
Patent Document 7: JP-A-8-112262 
Patent Document 8: JP-A-2003-1 64431 
Patent Document 9: JP-A-2003-1 80641 



Disdosure of tine Invention 

Problem to be solved by the Invention 

The fingerprint pattem is more ccMnplicated in shape tiian the venous pattem, 
and thus it may implement a personal identification method having higher accuracy. 
However, there is a ri6k tiiat personal identification may be violated by counteriieiting the 
same shape as a finger pad, for example, by copying the fingerprint or the like. In order 
to solve this problem, it is effective to use some living infomiation in combination wifli flie 
fingerprint pattem. The present invention has an object to provide highly^ccurate 
personal identification metiiod and device in which a fingerprint pattem is extracted by 
using the pitjperty tiiat when a bloodstream distribution of a finger pad is measured by a 
bloodstream measuring technique usir^ lasQ" scattering, the subcutaneous bloodstream 
distribution is spatially modulated witii the ridge^nd-recess pattem of the fingerprint, or 
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informaBon based on beat of bloodstn^nri is also exhraoted at tte same time. 

Means erf Solving the Problem 

An object of the present invention is adiie\^d by a personal ictentification 
method through the measurement of aibcutaneous bloodstream that comprise: (1 ) a 
step of expanding and irradiating a laser beam to a finger pad and foojsing light reflected 
from a blood vessel layer under skin onto an image sensor as laser speckles by using an 
optical system; (2) a step of determining an amount representing the speed of time 
variation of the amount of received light at each pixel point in the laser speckles, for 
example, an average time variation rate or the redprocai of the variation of the received 
light arTKDunt which is integrated in accordance vwth an expc^ure time of the image sensor, 
and s^ng the numerical value thus adiieved as a two-dimensional map to thereby 
achieve a bloodstream map of the finger pad; and (3) a step of comparing a fingerprint 
pattern appearing as the bloodstream map with pre-registered personal data for 
identification, and a personal identification device executing the above-described steps. 

Another object of the present invention is achieved by a personal identification 
method through the measurement of subcutaneous bloodstream that comprises: (1) a 
step of expanding and irradiating a laser beam to a fin^ pad and focusing light reflected 
from a blood vessel layer under skin onto an image sensor as laser speckles by using an 
optical system; (2) a step of determining an amount rqDresenting the speed of time 
variation of the amount of received light at each pixel point in the laser speckles, Ibr 
example, a mean rate of time variation or reciprocal of variation of the received light 
amount which is integrated in accordance with an exposure time of the image sensor, 
and setting Uie numerical value concerned as a two-dimensional map to achieve a 
bloodstream map of the finger pad; (3) a step of comparing/judging a fingerprint pattern 
appearing as the bloodstream map with personal data registered in advance; and (4) a 
step of determining a time variatbn of average bloodstream in the whole area or some 
area and comparingijudging the time variation with a predetermined reference, and a 
personal identification device executing the above<lescribed steps. 
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Effect of the Invention 

A fingerprint sensing tedinique of the present invaition draws a pattern of a 
finger by using blasdstream information inherent to a Mng boc^ and utilizes the feet that 
the pattern cxDncemed varies with time lap^ in synchronism with heart beat, and it is very 
difficult to counterfeit sudn a model based on the combination of the two-dimensional 
f^ttern and ttie time axis as described above. Furthermore, there is an advantage that 
after the pattern of the fingerprint is achieved, a conventional fingerprint pattern 
comparing method/technique ran be directly use^^ 
Brief Description of the Drawings 

Fig. 1 is a diagram showing the cross-section of the skin of a finger pad. 

Fig. 2 is a diagram showing an imfHemenfing method using a bloodstream map 
according to the present invention. 

Description of Reference Numerals 
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Best Mode for Carrying out the Invmtion 

Informafon achieved finom bloodstream, out of information conGeming a living 
body, has a feature that it is imposable to identify a person unless a sensor works on the 
person vMe the person is alive. According to the pr^ent invention, subcutaneous 
bloodstream whidi is spatially modulated by the ridge^ndHfecess pattem of a firigerprint 
is measured by a bloodstream measurement tedinique using laser scattering. In order 
to measure subcutaneous bloodstream, a laser beam is first expanded and irradiated to 
a finger pad, and light reflected from the blood vessel layer under skin is focused as laser 
speckles onto an image sensor using an optical system. TTie laser speckles are 
continuously scanned by using the image sensor, an amount representing the speed of 
time variation of the amount of received light at each pixel, for example, an ava-^e time 
variaBon rate, or the reciprocal of the variation of ttie received light amount \A*iich is 
integrated in accordance m\h the exposure time of the image sensor is determined, and 
then the numerical value thus achieved is set as a two-dimensional map to therein 
achieve a bloodstream map of the finger pad. Subsequently, a fingerprint pattem 
appearing as the bloodstream map is compared with prenregistered personal data and 
identified- In another mode of the present invention, a step of determining the time 
variation of the average bloodstream in the whole area or some area, and romparing the 
time variation thus detemnined with a predetermined reference for identification is added 
to the above-described process. In this invention, a step of displaying the bloodstream 
map thus adiieved or the fingerprint pattem, or displaying means may be incorporated, 
as occasion demands; 

jl^e present invention will be described in more detail. For example, light 
emitted from a compact laser light source such as a semiconductor laser or the like is 
pas^d through an optical system to be expanded, and then irradiated to a broad area of 
a finger pad. This irradiation spot is focused on the light receiving face of a CCD 
camera or the like through a lens. A picture signal achieved from the CCD camera is 
subjected to A/D conversion and then taken into a personal computer or miaooDmputer 
Furthermore, an amount representing the speed of the time variation of the amount of 
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rec$ived light at each pixel, for exanple, a meai rate of time variation, or ttie redpnocal of 
the varfetion of the received li^ amutt vM^ch is W^rated hi acpDrdance with the 
exposure time of fr»e image saisor is dderfninat aid it is dispfei)^ in the fcm of a map 
to achieve bloodstream map data, as occsSaon demaids. Afingerpfint fsttem stands 
out in the thus-represented bloodstream rrrap of capillary blood \^sels under the skjn of 
the finger pad by the action and principle described later. This date is compared with 
pre^egist^ date and personal identification is carried out. In this invention, a 
method/means of comparing frie fingeiprint pattern appearing as the bloodstream map 
with fre pre-tegistered personal date for identification is not limited to a spedal one, and a 
well-knoyMi method/m^is may be used 

The blood^ream achieved ri the present im^ntioi is original information 
achieved from a living body, and thus oounterfeifing is more difficult by using only a 
method of daim 1 of the present "mverrtion as connMred with the conventional 
method/means of performing personal identificafion on the basis of only a fingerprint 
pattern. However, according to the invention of claim 2 of the present invention, a step 
of detamining tte time variation of the average bloodstream in the whole area or some 
area and then comparir^ the time variation concerned with a predetermined reference 
and identifying a person is further provided as (4), and thus counterfeiting is more difficult. 
Furthermore, for example when a wa\«fomn is adopted as fie time variation of the 
average bloodstream in some area, a reference of the waveform which is characteristic 
of a living body is detemiined in advance, and the comparison with the wavefomri thus 
determined and the identification are carried out, w^iereby it can be judged whether a 
person being examined is alive or dead. For example, waveform, amplitude, period or 
the like may be adopted as the reference. 

The action/phenomenon of the present invention may be considered as follows. 
When a laser beam is expanded and irradiated to a finger pad and then light reflected 
from the blood vessel layer under sWn is imaged onto an image sensor plane through a 
lens, the light beams scattered from the skh structure, Wood cells, etc. interfere with 
one another, so that a random spot pattern (laser speckles) occurs. This spot pattern 
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varies constantly in opnnedion with movement of scatterir^ particles, and Ihe time 
varisrtion of the spot pattern is proportional to the speed of the particles, that is, the 
bloodstrwi speed. By using this property, an amount representing the rstB of the time 
variation of the amount of received light at eadi pm\, for example, the mean rate of time 
variation or the reciprocal of the variation of the received li^t amount which Is irtegrated 
in accordance wilh the exposure time of the image sensor is determined, and the 
numerical value thus achieved is displayed as a two-dimensional map, thereby achieving 
a bloodstream map. The numerical value is proportional to the average speed of 
scattering particles located within an optical pa8i abng which a laser beam is inddent to 
the skin, scattered by inner Wood cells and then emitted from the surface of tiie skin to 
the outsicte of the skin. Accordingly as the laser beam passes tirough a 
poor-bloodstream portion such as a homy layer cr tiie like for a longer time, the vari^bn 
of tie amount of received light is less, and thus tiie time variation fliereof is slower. 
Furthermore, the moving speed of the blood cells is varied in synchronism witii the heart 
beat, so that the time variation of tiie amount of received light measured every scan is 
fast in tiie systole of tiid heart and slow in tiie diastole of the heart. 

The above-described relationship will be described with reference to the 
drawings. Fig. 1 is a cross-sedional view showing the skin of a finger pad. Reference 
numeral 1 represents a homy layer, 2 represente a blood vessel, 3 represents a ridge 
portion of tiie homy layer, and 4 represente a recess portion of the homy layer. The 
fingerprint of the tissue is achieved by connecting minute ridges or rec«$ses on tiie 
suri^ace of the homy layer and tiie eoinecHon result is viewed as a pattern. The 
variation rate of the bloodstream at each ridge portion 3 of the uneven structure is 
displayed as being low because the homy layer at this portion is thid<, and the time 
variation rate of the bloodstream at eadi recess portion of tiie uneven structure is 
displayed as being high because it reflecte ttie fast bloodstream beneatti the recess 
portion conoemed. By using tills property, the fingerprint pattern can be achieved, and 
llirther the time variation rate of the bloodstream periodically varies in synchronism witii 
the heart beat. 
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/teccHxling to the present invmtiqi, the time vanation cxDmponent of tl^ 
scattered laser light is detected ar^l the bloodstream value is analyzed. Therefore, the 
present invention has an advantege that even when a v\^ndow portion to which a finger 
pad is touched is somewhat dirty, the variation component of tine scattered light is not 
greatly affected and a bloodstream map can be achieved 

According to the present invention, there is provided a device for executing the 
personal identification method comprising the above<Jescribed respective steps. The 
device of the present invention is a personal identification device characterized by 
compriang: irradiation means for expanding a \aser beam and irradiating the expanded 
laser beam to a finger pad; light receiving means that have many pixels and reoeive$ 
r^ection light from the finger pad; stora^ means for storing ttie output of each pixel 
which is achieved by the light receiving means; caloilating means for calculating an 
amount representing tine rate of the time variation of the received light amount at ^ch 
pixel from tiie storage content of the storage means; second storage means for storing a 
two-dimensional distribution of the calculation result achieved at each pixel as a 
fingerprint pattern; and means for comparing the fingerprint pattem stored in tine second 
storage means with pre-registered personal data for identification. Furthermore, the 
device is a p^sonal identification device further equipped witii means for determining the 
time variation of average bloodstream in tiie whole area or some area and comparing the 
time variation concerned witii a predetennined reference for identification. 

For example, as the irrediation means, light emitted fl^om a semiconductor laser 
is expanded through a lens and irradiated to a broad area of a finger pad at a stroke. As 
the light receiving means, an image sensor such as a line sensor, an area sensor or the 
like is used. An electrical signal from the sensor is subjected to A/D conversion, and 
then stored in a storage portion of a miaocomputer or personal computer. An image 
signal is continuously taken into the storage portion over several seconds, and the 
difference between two sequential images is determined according to a program set in 
the microcomputer or tine per^nal computer in advance to calculate tiie speed of tiie 
time variation of the amount of received light Alternatively, the speed of the time 
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variatton of frie received light amount is calculated by using fr© property that when tte 
blurring rate of the image is increased, that is, the light amount varies at high speed witWn 
an exposure time of the image sensor, the signal is integrated and thus the difference in 
two display frames is conversely reduced. iTie calculation result may be displayed as a 
two-dimensional color map on the saeen of the personal computer according to the 
arrangement of flie respective pixels. As the means of comparing the calcxilation value 
or the fingerprint pattern displayed on the display means with pre-registered personal 
fingerprint patterns for identification, various kinds of well-known means may be used. 
Furthermore, the time variation of the averse bloodstream value in some area of the 
finger |:^d over several seconds is determined, and for exartiple, the waveform, 
amplitucte, period or the like of ttB variation cf frie bloodstream may be used as a 
refer^ce for comparison and identificafion. 

Embodiments 

Fig. 2 shows an example of the device of the present invention, and reference 
numeral 5 represents a' semiconductor laser, 6 represents an inradialion optical system, 7 
p^resents a finger pad, 8 rei^esents a laser spot, 9 r^resents an imaging lens, 10 
represents an image sensor, 11 represents an analyzirg personal computer, 12 
represents a display and 13 rqDresents a bloodstream map corresponding to a 
fingerprint. 

A laser beam scattered from a finger pad forms a random interference fiinge 
pattern (laser sped<les) on the image sensor. This pattern varies constantly di^ to 
bloodstream, and it varies faster at a thinner portion of the homy layer. Linkage of 
portions at which the variation of the bloodstream is fast provides the linkage of recess 
portions of the fingerprint, whereby a fingaprint pattem is achieved. An extraction result 
of the fingerprint can be observed on the display 12 as indicated by 1 3 in Fig. 2. 

As described above, the fingerprint pattem i$ extracted from the bloodstream 
map, arKj compared with prenn^istered personal data by a well^<nown metfiod/means, 
whereby a person can be identified wifri high precfeion. Furthermore, the time variation 



9 



rate of frie bloodstream within ai obsw\«toi viewing is varied on the time axis in 
synchronism viflth the heart and the amplllude and vsavaform thereof can be 
observed on the display. As described sbove. tie fingerprir* pattern is extnac*sd firom 
frie bloodstream map, and compared with the pre-rs^tered pei^nal data, whereby a 
person can be identified with high predaon. In addWon, the waveform of flie time 
variation rate of the bloodstream, etc. are extracted, and compared with a predetermined 
reference, whereby life or death ran be judged. 
Industrial Applirability 

According to the personal kJentificalion method ctf the pr^ent invention, 
counterfeiting is diificult because a conrplicaied ftr^eiprint pattem and living body 
informaticMi ae combined with each other. By making use of ttiis advantage, ttie 
phonal identification method of the present Invenfion can be applied to an 
enfrance^-exit check of fedlities to which hi^e\^ security confrol is required, 
immigration control, etc. 
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